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1 INTRODUCTION

Producing counterfeit products is, and always has been, a great business if you don't mind being on the

side of the |l aw. Thereds no need to invest in ¢
looking materials; the only eribn is the cost of manufacture. This is why we see many imitations of expen:
products on the market, and are | ikely to cont
price.

Network hardware designed, manufactured, and soldhen@esco brand is a perfect example of this. Having
an excellent reputation because of their great engineering, these products sell at a premium price f
Naturally, this encourages some to tryy. Storidsopr o
such exploits abound in the media: a gang reportedly eXpiBt0 million worth of gear to the US, the FBI
seizing shipmeritsf fake hardware, and court rulings being &susdp the manufacture¥8hat does Cisco

do to combat &ud? Actually, a lot. Cisco has a dedicated Brand Protection organization whose purpose
defend against counterfeit and gray market activities. They partner with customs teams and reg
governments all over the world with success. In April 281 9eitted $626,880 worth of counterfeit Cisco
productsinoneddiowever, despite successful opet é&tibes
an opportunity to make a fast buck, theredl |l a

In fall 2019, an IT company found some network switches failing after a software upgrade. The company
find out later that they had inadvertently procuredaespmounterfeit Cisco equipment. Counterfeit devices
quite often work smoothly for a long time, which makes it hard to detect them. In this particular case
hardware failure initiated a wider investigation to whictsdwife Hardware Security teams called and
asked to analyzke suspected counterfeit Cisco Catalyst-X98€riesswitches. This initiated a research
project with the following goals:

A Verify no extra functionality such as "backdoor access" was introduced

A Understand how and whyioterfeit devices bypass the platforms authentication security. control

Naturally, as i1tds not easy to tell genuine an
functionality existed was also not easy, as it required a cdesadevabt of technical investigative work.
Ultimately, we concluded, with a reasonable level of confidence, that no backdoors had been introdt
Furthermore, we identified the full exploit chain that allowed one of the forged products to functior
pred ously wundocumented vulnerability in a secut
restrictions to be bypassed.

This paper details the process which led to this conclusion and shares the technical knowledge gained
this journey.

1 https://www.pcworld.com/article/2920032/vlangarrestedfor-exporting10-million-of-fake ciscegearto-us.html
2 https://www.infoworld.com/article/2653167/fwiorriedasdod-sold counterfeitciscagear.html

3 https://www.sdxcentral.com/articles/news/ciseims|atestbattle-in-waragainstchinesecounterfeiters/2019/12/
4 https://blogs.cisco.com/partner/perfortmnansformand protect

5 https://www.cisco.com/c/en/us/support/switches/catal@960-x-seriesswitches/series.html#~talncuments
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While nm this case no "backdoors" were identified, the fact the security functions were bypassed mean
security posture of the device was weakened. This could allow attackers who have already gainec
execution via a netweblased attack, for example, asiex way to gain persistence, and therefore impact the
security of the whole organization.

This paper I's the result of a huge team effo
contribution, who was the first point oftaonfor the team and started the initial investigative work. Thanks
also go to Daniele Bianco and Andrej Rosano, who worked on the initial investigation. Furthermore, the
would like to thank Thierry Decroix for numerous edits and reviewingithis pap

As this work presents the results of practical research, some of the information that appears may be insuff
precise or incorrect. Please proceed at your own risk.

The following table details the devices the team ¢esb do. The Genuine device was procured from an
authorized distributor and the manufacturer confirmed it was genuine.

Device type Name SW version

WS2960%48TSLVO05 Genuine c2960xuniversalkdnz.1522.E7

WS2960%48TSLVO1 Counterfeit A c2960xuniversalkdnz.1502.EX5
(as provided by the source)

WS2960%48TSLVO1 Counterfeit B c2960xuniversalkdnz.1524.E7
(upgraded, resulting in breakage)

The devices will be referred to by their names where required.
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2 ANALYSIS

2.1 Symptoms

The biggest indication a 2960X device is a counterfeit is that it becomes inoperable after a software upg
performed. This also happened to the victim company and the devices had to be replavegbtidingg

the replacement with the vendor, the company found out they had unknowingly bought counterfeit devi
Moreover, the CI SO was brought in to initiate
compromised.

While the device lass primary function as a network switch when the software upgrade was installed, it cc
still be accessed via the console. The following message was then displayed on the console during boot:

[Date Time]: %ILET - 1- AUTHENTICATION_FAIL: This Switch may n ot have been manufactured by Cisco
or with Cisco's authorization. This product may contain software that was copied in violation

of Cisco's license terms. If your use of this product is the cause of a support issue, Cisco

may deny operation of the produc t, support under your warranty or under a Cisco technical
support program such as Smartnet. Please contact Cisco's Technical Assistance Center for more

information.

Reverting the software version did not fix the problem, likely pointing to evideadeeaiglaverwritten
during the update process.

2.2 Exterior differences

Because clones and packaging are getting more realistic, many peaplaizioriiey have counterfeit
network equipment until it's installed and begins acting strangely. However, it is possible to spot n
differences in the visual appearance of the suspected counterfeits through comparison wgarakieown
device. Presmted below are the most prominent differences we found during our investigations.

YA R o

Figurel. The suspected counterfeit switch (on the left) has port numbers in bright white, while the known
genuine device has them in grey. ThétseX is misaligned. The triangles indicating different ports are
different shape
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Figure22The mode buttonds shape is slightly differe
on the counterfeit switch. On thengine device, it is bright yellow.

While immediately recognizing such minute differences may be chatlespgingideby-side comparison
clearly shows that the enclosures of counterfeit unitsaéessefr quality.

2.3 Board analysis

The main component of any modern electronics is printed circuit boards (PCBs) carrying electronic compc
such as integrated circuits, connectors, and passive components. By analyzing these boards, we could s
differences and similarities betwdewices of the same family in the hope of gaining insight into wha
modifications were done by the counterfeiters.

The overall board layout of the three devices was similar, with the Genuine unit and Counterfeit B sharin
similarities in appearancéeW observed in detail, however, it was possible to verify modifications for forge
purposes, and the differences are significant.

The absence of a holographic sticker on the counterfeit units was immediately noticeable. While its prese
the Genuinanit was not a guarantee of authenticity, its absence typically indicated a counterfeit.

Figure3. Legitimate holographic sticker which was absent on both counterfeit units.
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Figure4. Genuine unit, internal view.
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Figure5. Counterfeit A, internal view.
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Figure6. Counterfeit B, internal view.
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